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Developer local — GitHub — npm — User local

I
I
Developer local GitHub : npm User local
I
code / token PR / Actions : publish install / use
maintainer machine review / workflow registry developer users

[ boundary before publish ]
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1. O—A)L: TokenEIE

2. GitHub: Actions (PR / Environments / Deployment protection)

3. npm: staged publishing
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1. O—A )LD TokenE I
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4 DcredentialZz O— A JLUICE HR LN

e FE—HIRIE. O—AHIDBFHRZIHKRMNMINTOELFIERERTE LN

e O—HILT7 7AILICEDcredentialZ1®1E U 72 L)

e 1Password/Bitwarden’ & Z2EXZEFAEZ LA W EERLD HE 7R
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e FESEKEH, BULWVN—TVEO—HILICEEEZT B4
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GitHub

Personal Access Token
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GitHub: classic PATZ & FH U 731 L)

e classic PAT(Personal Access Token)|d& 5

HC TR

R

¢ O ULTHO—NIVERE. CITIEEDRL
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fine-grained PATIZRZEC &I T 5

e 1DDHBWK—T VHEFEWNWLOEXYT., ARSEICHKTIT S

o 7UTBALNILZFTR/INCT S (read-only / HERIBIEIZ )
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=288: Checks APIhMfine-grained R X ity

o Checks APIAMine-grained PATIC XS5 U T LV LY

o ZNHAENIEX. EHKM—7 Hh 55@\ \classicZx (ZITHETD

Z% github.com/orgs/community/discussions/129512
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https://github.com/orgs/community/discussions/129512
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npm: 77 LA N—7 2V Z0@EICT B

Access Tokens

Generate New Toke

Name Bypass 2FA Created Last used Expires

(Rows 1to0of0 )

_ Read the Documentation
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2. h—7 > L X npm
OIDC Trusted Publishing
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npm/OIDC Trusted Publishing & (&

e EAICEDL BEHIWAGN—27 %Y., short-lived Tworkflow[E

D=0 >TINwT—2%% 09 20~

e npm¢& GitHub ActionsHh’OIDC TToken Exchanged %

o MFEUMRY KN DEFEWOrkflowmM S DEIT) Znpmh\EFRTE S

e npm 11.5. 1 EHAIHE
&2 efcl.info/2025/09/07/npm-oidc/
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https://efcl.info/2025/09/07/npm-oidc/

npmjs.com CTrusted Publisher’& &%

Publisher*

) GitHub Actions

Organization or user* Repository*

[ textlint ] /

Workflow filename*

textlint

Filename only (e.g., publish.yml). Must exist in *.github/workflows/" in your repository.

release.yml

Environment name

The name of the GitHub Actions environment used for publishing. This is encouraged for projects with maintainers who should not
have npm publishing access.

npm
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npmjs.com CTrusted PublisherD &) &

1. GitHub Actionsh npmIC Xt U TOIDC tokenZz E3k 9 %

2. npmjs.comD OIDC tokenDclaimZz#EZE L. RTE = N /cTrusted
PublisherZix & BBH5 9 5

3. Eix&E—EI L. tokenZx F 1T L TGitHub ActionsiciR 9

4. GitHub Actionsh % DtokenZ {# > T npm publish 9%
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N\

workflowf8l| D &x/]\&

permissions:
contents: write
1d-token: write # 0OIDC

steps:
- uses: actions/setup-node@v>
with:
registry-url: 'https://registry.npmjs.org'’
- run: npm publish --access public
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3. GitHub Actions DRk

Rulesets / Environments / Deployment
protection
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~ ™
Version Up
create-release-pr.yml
H'PR% B E)ERX
. J
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) —XT70—Dmn

-
Merge

Type: Release

. TR THEE

\.

Approve

Environment®
reviewers /" Approve

J

( N
Publish
OIDCT
npm publish

\_ pm P )
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Step 1: Version Up PR

O azu simple-npm-staged-publish-package-example ~

Code +) Issues 1 Pull requests 1 Agents Discussions ») Actions Projects ! Security and quality Insights
Release v3.1.15 #11 7
1 i Draft

() Conversation 0 - Commits 1 Fl Checks o [2) Files changed 2

‘ ’ github-actions

Full Changelog:

Copilot

Still in progress?

ﬁ azu

&3 Mention @copilot in a comment to make changes to this pull request.

O

Type: Release
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Settings

Ready to merge
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Step 2: Merge Release PR

e Release PRZL E1—ULTY—Y9 3

7:!

e environment: npmZzZ=HEIE T,
jobDEITZFHESES

4@ ﬁazu requested a deployment to npm now — with () GitHub Actions ( Waiting

z7 This branch is waiting to be deployed

e GitHub Environments® 77 d—(Step e depymen

3) }o Pull request successfully merged and closed

You're all set — the branch has been merged.

o Approve U T#]& Trelease jobHEE
ERA
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Step 3: Approve Deployment

Review pending deployments
req edt az | ) e #11

Leave a comment:

LGTM!!

<7 Approve and deploy 1
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Step 4: Publish to npm

o Approvef®iCrelease jobhH FA

e OIDCCnpm & token exchanged %

e npm publishz=1T7LT/\y T —3 Z /N

e provenanceft = Tregistry N\ A N5
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Environments® Deployment protection rules

Deployment protection rules
Configure reviewers, timers, and custom rules that must pass before deployments to this environment can proceed.

v Required reviewers
Specify people or teams that may approve workflow runs when they access this environment.

Add up to 5 more reviewers

Search for people or teams...

@ azu

(] Prevent self-review

Require a different approver than the user who triggered the workflow run.

(] Allow administrators to bypass configured protection rules

Deployment branches and tags Selected branches and tags ~
Limit which branches and tags can deploy to this environment based on rules or

naming patterns.

0 branches and 0 tags allowed

refs/pull/*/mexrge Currently applies to pull requests  Edit Remove

® Add deployment branch or tag rule
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JobDETZPREZN—Y
Y s A B ANY |

e GitHub 7'_')§\P R - ) merge ref 7& 'ﬂE % Deployment branches and tags el e

imit which branches and tags can deploy to this environment based on rules or

naming patterns.

o A9 Brefld refs/pull/*/merge D H

0 branches and 0 tags allowed

\Y

® % LZ\ —§;\PR€ ﬁ}% L/ 7Ld: \/ \ t WO rkﬂ OWbige refs/pull/*/merge Currently applies to pull requests  Edit Remove
{[i; —C\ % fd: \/ \ = E ll_L 7—:_ _tJ: % (® Add deployment branch or tag rule

o Approved % X Crelease joblZfItE L &
WKDICTED

Z% GitHub Docs / GitHub Changelog
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https://docs.github.com/en/actions/reference/workflows-and-actions/deployments-and-environments#deployment-branches-and-tags
https://github.blog/changelog/2025-11-07-actions-pull_request_target-and-environment-branch-protections-changes/

GitHub Environments

/51 Deployment protection rules’ {# 5 H
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provenance/Z [T TIEE D 75 L

e provenance T TE IS HIED) EAMSD

.« TH MEZRPTAMNES 5 fohy EHD SR

e E\\packagelCHIFUWEBELZN[H LK ZENH D

o 2D SpublishiCELBIICHIDApproveZz 3K & %
Z2: Mini Shai-Hulud: Where SLSA’s Boundaries Fall
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https://slsa.dev/blog/2026/05/mini-shai-hulud-what-slsa-can-and-cannot-do

WorkflowtX Z 72 |7 TlEpublish\ & E 75 L)

o npm®DTrusted Publisherldworkflow” 7 -1 )L % & Environment#
T B

e Environment™T refs/pull/*/merge 727 JobDETTZ T ]

e Environment™. required reviewers® ApprovehH JobDEIT I wh

=2

e = workflow”7 7 1 JLZ—ET= T TIEOIDCARHEE THEMH AR LY
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Environment®& Znpmflll & —E =& %

environment: npm

GitHub Actions / release.yml npm

SR |
github.event.pull_request.merged == true &&
contains(github.event.pull_request. labels.*.name, 'Type: Release')

environment:
name: npm

Workflow filename*
Filename only (e.g., publish.yml). Must exist in " .github/workflows/" in your repository.

contents: write release.yml
id-token: write # 0IDC

outputs: Environment name

released: ${{ steps.tag-check.outputs.exists == 'false’ }} The name of the GitHub Actions environment used for publishing. This is encouraged for projects with maintainers who should not
version: ${{ steps.package.outputs.version }}

package-name: ${{ steps.package.outputs.name }}
release-url: ${{ steps.create-release.outputs.url }}
steps:
- name: Checkout
uses: actions/checkout@d8c6903cd8cdfde910a37f88322edcfb5dd907a8 # v5.0.0
with:
persist-credentials: false

- name: Get package info

dde e aliaaa
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=141 WorkflowXZ + OIDCORRE

e Bitwarden CLIOY 754 F 1 —>VKEDEH

o workflow{Z + E#Zpush TOIDC credential = E¥15

e credentialzFEH UL T, BEHD/\vI—I%NH
o GitHub write#EBRH npm publishtEFR\LHY 5

o B |CApproveZ & <

2% Bitwarden YV 7 bV 7B 7534 F 1 —VREDOHE & WIHiEE - GMO Flatt

Security Blog
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https://blog.flatt.tech/entry/bitwarden_compromise
https://blog.flatt.tech/entry/bitwarden_compromise
https://blog.flatt.tech/entry/bitwarden_compromise
https://blog.flatt.tech/entry/bitwarden_compromise

4. npm staged publishing
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NFBIIC Approve stepZi1EINT 5

e npm publish IZE#/F. npm stage publish [ZApproveF 5 IC T
z

o /N4 —UERTE Tpublish & stage publishZ=5FR] 9 % HEN S

o stage publishOAHEFRIICT B &, BEEARIFIESEINS

e npm 11.15.02{_E / Node 22.14.0L1_E. OIDCEF®D &% AT

2% docs.npmjs.com/staged-publishing
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https://docs.npmjs.com/staged-publishing

staged publishing® J [ —

Submit Inspect Approve
npm stage publish view / download npm stage approve
stageNiZH AR5 & MR 2FATRR
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Staged Packages® ApprovelH|[H]

© @azu/simple-npm-staged-publish-package-example  PUBLIC  3.1.15 latest

DATE SHASUM TRUSTED PUBLISHER

Jun 19, 2026, 7:04 AM UTC 035f14993fd42f6d2f6cf2536242d4d3eb4022b5 ) )
OIDC  GitHub Actions

v Approve X Reject &, Inspect
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staged publishing D sk &2

o ApproveN /Ny —I g DUMTERRL

e monorepo (FT{E—3F) £ &IIRERITARL

o CLINSapproved BIldnpmb—7 VHES

e npm / GitHub® £ 5 5 Hhh—F (EtokenlessICEFE 3
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é R @ h é R é ) é I é R

ABIIEES Local | PR | |Actions|, | npm |_, |Registry|_, | Users

maintainer review workflow publish package install
\ y, " V, - y \ J . Y, - J
4 N 4 . Y4
PR Review Environment staged
R mainA\A % gl A.pprove e Approvg
L g _ publishiEfRNETE] )| registry/ABdsT

pare token O OIDC Environment staged
RHAtoken%Z @HVE LY f8HAcredential publish#flc Approve X FRTICApprove
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npm publishz 2L < 9%

e GitHub = npm &5 + npm publishiC HMFA%Z K& %

I'I1

o WEMNKINT BICiE. GitHubENnpMD 7 H oY M Z2ERICEET S

WNE DD B

e npmiCiFEF 2T DHADNMFAE UTEIRKLTWVNS

o  GitHublZTOTPHAHIBRTERW/INID\H S

e How to remove authenticator app : community - Discussion #54699
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https://github.com/orgs/community/discussions/54699
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NHR7Z7O—ZEfE S EICHIET 5

1. O—A): s BWERZ &5 S 730

2. Actions: PR + Environment + Approve

3. staged publishing: registryZXFi 81 IC Approve
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AIT—> 1Y NEFRBEU

o RERZIDDERF/RITICEDHZL

o AINEEIDERZF > TWSRE, WEBEFAIZESICH

o R/VEREERDBEII Y DREDLH D
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>EZ) VY

e npm OIDC: efcl.info/2025/09/07/npm-oidc/

\

o NBA: eithub.com/azu/simple-oidc-example-package

e stagedfjl: github.com/azu/simple-npm-staged-publish-package-example

e Bitwarden CLIZZ: GMO Flatt Security Blog

e TanStack{ZZ=(cache poisoning): tanstack.com/blog/npm-supply-chain-compromise-postmortem

e Mini Shai-Hulud(SLSA®D1E5R): slsa.dev/blog/2026/05/mini-shai-hulud-what-slsa-can-and-cannot-do

e npm staged publishing: docs.npmjs.com/staged-publishing

e GitHub changelog: pull request target and environment branch protections
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https://efcl.info/2025/09/07/npm-oidc/
https://github.com/azu/simple-oidc-example-package
https://github.com/azu/simple-npm-staged-publish-package-example
https://blog.flatt.tech/entry/bitwarden_compromise
https://tanstack.com/blog/npm-supply-chain-compromise-postmortem
https://slsa.dev/blog/2026/05/mini-shai-hulud-what-slsa-can-and-cannot-do
https://docs.npmjs.com/staged-publishing
https://github.blog/changelog/2025-11-07-actions-pull_request_target-and-environment-branch-protections-changes/
https://github.blog/changelog/2025-11-07-actions-pull_request_target-and-environment-branch-protections-changes/

Z DAtH
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Require 2FA and disallow tokens

Publishing access

Requiring an additional authentication method adds another level of security for your package.

O Require two-factor authentication or a granular access token with bypass 2fa enabled

@ Require two-factor authentication and disallow tokens (recommended)

Note about trusted publishers: All publishing access options above are compatible with OIDC trusted
publishers. If you have configured trusted publishers for this package, they will continue to work regardless of
which option you select. For maximum security, we recommend using trusted publishers with the most
restrictive token option.

Update Package Settings
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Require 2FA and disallow tokens

e npm Trusted Publisher& v N THRET 5

e INZHRTEIDE. npmD 77
ANCQ AN

T A N—7 2 TODpublishh ¢

e OIDCTHWEpublishTEARWIRREIC T B = CID S DANHICEH

Tonsd

OSSHFAERSHZTINED?VYIMIITPYTFAFI—VRENRFEEZXS - azu

49



Cache Poisoning

e Release Workflow CldF v v ¥ 1 Z{FH 7R

o Cache PoisoninglZE %z [ < 1= &

e J1)—X[CBT b Workflowldactions/checkout & actions/setup-
node/Z |}

o ldghP RV U ThZELZET, NAEKFEIEFIEELRE D RS
El

OSSHFAERSHZTINED?VYIMIITPYTFAFI—VRENRFEEZXS - azu 50



Workflow execution protections

e Workflow execution protections

o TN, A TEDARY N DWorkflowZ FK TE % H % /]
TEBRNY I—

o FTEDWorkflowZ T ZTTIRICIETERWVD T, B & o & K3

§=
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https://docs.github.com/en/organizations/managing-organization-settings/actions-policies/workflow-execution-protections

