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e TJwitter: @azu re

e \Website: Web scratch, JSer.info



https://twitter.com/azu_re
http://efcl.info/
http://jser.info/
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e SHDERIZ2018-09-10EHNT=HDTT,
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e Mozilla Security Blog

e Security/Tracking protection - MozillaWiki



https://blog.mozilla.org/security/
https://wiki.mozilla.org/Security/Tracking_protection#Tracking_annotations

Anti-tracking

o Firefoxh Anti-tracking’dE&EZ K6 1c

o IEMICT 7AINTRSYA—2T70Ov 7 UIEWEWDSA
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e Changing Our Approach to Anti-tracking - Future Releases



https://blog.mozilla.org/futurereleases/2018/08/30/changing-our-approach-to-anti-tracking/

Anti-tracking

* |mprove page load performance

e SHIELD Studies®—Ix¢& U CFastBlockZz 7 A K9 %

e Remove Cross-site tracking

o NIVEFYVITTYF—

e |ocalStorageND 7V ZA%ZFIET S


https://support.mozilla.org/en-US/kb/shield
https://bugzilla.mozilla.org/show_bug.cgi?id=FastBlock

Why

Why we need better tracking protection | Mozilla Security Blog
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e Hulu has joined this list of major platforms that ignore Do Not Track requests - Marketing Land
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e evercookie. cookie syncing’® &
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https://blog.mozilla.org/security/2018/09/05/why-we-need-better-tracking-protection/
https://marketingland.com/hulu-joined-list-major-platforms-ignore-not-track-requests-185610
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e FastBlock - PHD - Google FF¥ a3 X> b

e TB(Tracking Block)ic DWW T D{xzR

o TBIdFirefoxM"Speed"lIC T T ADEEZ S5 Z 5 0]geEH 5 5
e TBIENR—IYO—RD/INT -V AZHNET DA[EEMEND S

o TBIER—I DI (breakage) W B EZ RIIIBWESS

e X & :Improve speed without breakage


https://docs.google.com/document/d/1LQdOFIZeoiD38NNMxvpm32bX6Urnv0KbEsGfgAuw5L8/edit
https://docs.google.com/document/d/1LQdOFIZeoiD38NNMxvpm32bX6Urnv0KbEsGfgAuw5L8/edit

Slow Tracking Script
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e Ghostery Tracker Tax Report Shows How Fast the Web Could Be | Digital
Trends

o S[IBEICIE Z TS The Tracker Tax - Ghostery

e FastBlocklZ:BEWGSH U EO—KIZHMANB) NSy XFV IR0 TTNEZTOYV I
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https://www.digitaltrends.com/computing/ghostery-web-tracker-study/
https://www.digitaltrends.com/computing/ghostery-web-tracker-study/
https://www.ghostery.com/lp/trackertax/
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(d iSCOﬂ ﬂeCtODZ*Ei/E\@}I/—}I/) v # Slow-Loading Trackers

Block just the trackers that keep pages from loading quickly.

Firefox Nightly

BUS-...

e [x] Fast Block

¢ [X] Private mOde v % All Detected Trackers

Block all known trackers. (May prevent some pages from loading.)
—\\

® [ ] T 7 7|- ) l/ I\ ® Only in private windows

Always

e [|H—RK/N\—F 1 bhTvx>y
Cookied7Ow

Change block list

& Third-Party Cookies

Block all third-party cookies or just those set by trackers.

®» Trackers (recommended)

All third-party cookies (may cause websites to break)




7 7—A MNIX\—7 1 Cookie(Same-site cookie)
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— https://support.mozilla.org/ja’kb/tracking-protection
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e DisconnectZRN—X|lc Ui bhTvEXETJUXNZFIHT S



https://disconnect.me/
https://github.com/mozilla-services/shavar-prod-lists
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Necko

Necko is a network library that provides a plattorm-independent
APl for several layers of networking, ranging from transport to

presentation layers
— Necko - Mozilla | MDN



https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Necko

Necko

e FirefoxMXwy NTJ—7CHITHDEXFa2T1FvIIFE
Necko(network) CiTh 5

e [EPER)] ATV EXxaVT DT T A)L N BT -

Mozilla Security Blog HAZE

e Fnforcing Content Security By Default within Web
Browsers

e GeckoldL>HUVT/LATIORNIVIY



https://mozsec-jp.hatenablog.jp/entry/2016/12/10/183822
https://mozsec-jp.hatenablog.jp/entry/2016/12/10/183822
https://mozsec-jp.hatenablog.jp/entry/2016/12/10/183822
https://mozsec-jp.hatenablog.jp/entry/2016/12/10/183822
https://blog.mozilla.org/security/files/2016/11/5589a101.pdf
https://blog.mozilla.org/security/files/2016/11/5589a101.pdf
https://developer.mozilla.org/ja/docs/Mozilla/Gecko

Provide Load Context and
Start Resouce Load

Initiate Resource Load
[ Redirect ]

Security Checks

Next Resource Load
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e Security/Safe Browsing - MozillaWiki
e Safe Browsing’Z & Z Kk S URLClassifierdpfc D TEEEINTWS

Y —RX O— K Ehttps://dxr.mozilla.org¥ mozilla/gecko-devx B %

vy 7

® git clone ——-depth 1 https://github.com/mozilla/gecko-dev.git

e Nightly

E->TaAV
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https://wiki.mozilla.org/Security/Safe_Browsing
https://dxr.mozilla.org
https://github.com/mozilla
https://developer.mozilla.org/ja/docs/Tools/Contributing/Contribute_on_nightly
https://developer.mozilla.org/ja/docs/Tools/Contributing/Contribute_on_nightly
https://developer.mozilla.org/ja/docs/Tools/Contributing/Contribute_on_nightly
https://developer.mozilla.org/ja/docs/Tools/Contributing/Contribute_on_nightly
https://developer.mozilla.org/ja/docs/Tools/Contributing/Contribute_on_nightly

e TrackingURICallback::OnClassityComplete
o Fr vV %ZHKITD
o KNIV FVIT—TIIENYFFTBURLIES
TrackingURICallback: :OnBlacklistResult”\

if ((shouldEnableTrackingProtection && inTrackingTable) ||
(shouldEnableTrackingAnnotation && inAnnotationTable)) {
// Valid blacklist result, need to check the whitelist(s) next
return OnBlacklistResult(NS_ERROR_MAYBE_TRACKING_URI, inTrackingTable,

inAnnotationTable):


https://dxr.mozilla.org/mozilla-central/source/netwerk/base/nsChannelClassifier.cpp?q=TrackingURICallback%3A%3AOnClassifyComplete&redirect_type=single#987

¢ TrackingURICallback: :OnBlacklistResult
e blacklistic~¥yYF U5

e Z D> Bwhitelistlc ¥ v F U7k => tracking

o RM2IEFBDURLDMrackinglc’x>TLS

 NS_ERROR_TRACKING_ANNOTATION_URI
* NS_ERROR_TRACKING_URI



7. tracking M2 L)

e NS _ERROR_TRACKING_URI T—)LIC A > TAHHELEN T Y
j]__.

 NS_ERROR_TRACKING_ANNOTATION_URI T—7ILAD K~ Z v
1 —

// The lookup failed to match at least one of the active whitelists
// (tracking protection takes precedence over tracking annotations)
OnWhitelistResult(isTracker ? NS_ERROR_TRACKING_URI :

NS_ERROR_TRACKING_ANNOTATION_URI):



e TrackingURICallback::OnTrackerFound

e https://developer.mozilla.org/en-US/docs/Mozilla/Tech/XPCOM/Reterence/Interface/mozIThirdPartyUtil
CT3rd party¥lIE

e HttpBaseChannel::SetlsTrackingResource

HttpBaseChannel : : SetIsTrackingResource( alsThirdParty)
{
LOG( ("HttpBaseChannel : :SetIsTrackingResource thirdparty=%d %p",
< >(alsThirdParty), ));

(alsThirdParty) {
MOZ_ASSERT( !mIsFirstPartyTrackingResource);
mIsThirdPartyTrackingResource = true;

} {
MOZ_ASSERT( !mIsThirdPartyTrackingResource);

mIsFirstPartyTrackingResource = true;

(mLoadInfo) {
MOZ_ALWAYS_SUCCEEDS(mLoadInfo->SetIsTracker(true)):
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e TrackingResource |& (third party or first party) and
JAMNYYF LIcHD

NS_IMETHODIMP
HttpBaseChannel: :GetIsTrackingResource( * alsTrackingResource)

{

MOZ_ASSERT(!(mIsFirstPartyTrackingResource && mIsThirdPartyTrackingResource));
xalsTrackingResource =

mIsThirdPartyTrackingResource || mIsFirstPartyTrackingResource;
NS_OK:;
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e ThirdPartyUtil::IsThirdPartylnternal
e BaseDomain[ETtZ—J 5T H721F

e "www.bbc.co.uk" DBaseDomainld "bbc.co.uk"
o RXA 2% + publicsuffix® Z &
o 1)

* a.example.com === b.example.com // [ AIUNRX—X K XA >~

e a.example.com !==c.ex.com // ZIEEN—ARNXA Y =ahbFE TcldH—
NIS—T 1


https://dxr.mozilla.org/mozilla-central/source/dom/base/ThirdPartyUtil.cpp#46
https://publicsuffix.org/

nsresult
ThirdPartyUtil::IsThirdPartyInternal( nsCString& aFirstDomain,
nsIURIx aSecondURI,

*x aResult)

(laSecondURI) {
NS_ERROR_INVALID_ARG;

}

// Get the base domain for aSecondURI.

nsCString secondDomain;

nsresult rv = GetBaseDomain(aSecondURI, secondDomain);
LOG(("ThirdPartyUtil::IsThirdPartyInternal ¥%s =? %s", aFirstDomain.get(), secondDomain.get()));

(NS_FAILED(rVv))
rv;

// Check strict equality.
xaResult = aFirstDomain != secondDomain;

NS_OK:;
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e Security/Tracking protection - MozillaWiki
e NSy F>VITRXRUYTKDload priorityDIET
o NIYFVIRTITIMNSDY T ITRAMNBHXWR: fetchPXHRNE TS
e NSYFVIRVYTFINDUIVIRNZROY NYVY
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e Firefox 57 delays requests to tracking domains - mayhemer's blog

e FastBlock: EWNS Y XYV I RITUTKNDYUIAIARNZT I



https://wiki.mozilla.org/Security/Tracking_protection#Tracking_annotations
https://www.janbambas.cz/firefox-57-delays-requests-tracking-domains/

ITP & Storage Access API

e Safari TP
e ITPOEEREZEFICDOWT, HEDHASNTWEREWTS &

BHEICEIBYT S -Y—T T4 VIXNY Y ZRAZET/
MARKETING METRICS Lab.
o |TP2.0DHEEEEDTREE - NO AD NO LIFE



https://www.mm-lab.jp/report/itp_specification_and_behavior/
https://www.mm-lab.jp/report/itp_specification_and_behavior/
https://www.mm-lab.jp/report/itp_specification_and_behavior/
https://www.mm-lab.jp/report/itp_specification_and_behavior/
https://www.mm-lab.jp/report/itp_specification_and_behavior/
https://www.mm-lab.jp/report/itp_specification_and_behavior/
https://www.mm-lab.jp/report/itp_specification_and_behavior/
http://inchom.hatenadiary.jp/entry/2018/06/17/012526
http://inchom.hatenadiary.jp/entry/2018/06/17/012526
http://inchom.hatenadiary.jp/entry/2018/06/17/012526

Storage Access API

Summary: Storage Access APl is used to grant first-party storage access to
third-party embedded content under some browser controlled conditions.

* Proposal: Storage Access AP - Issue #3338 - whatwg/html|
o Safari: REFH

e Firefox : Intent to Implement: Storage Access APl - Google 7 )L—

o iframeTD Y ORXRKXA VM5 CookiePStorageD 7V X ZHlRY 3

e YoutubeDIEHIAH, SNSIKRY >V DIBHAKICED N T vF T DRAIE

e YoutubeldR18DRIR/GE Z T S fcdhlCCookieZfED => UINED D

e embediframe -> EHIAHT A MIFHZBRBVWTK Ty F I TES > BEWLWWRINY > HERE)
e embed iframe + postmessage -> IEHIAHT A NCHBENNE > XHH D



https://github.com/whatwg/html/issues/3338
https://groups.google.com/forum/#!msg/mozilla.dev.platform/l8bV4RFgAc4/MKl9jbJpBQAJ
https://groups.google.com/forum/#!msg/mozilla.dev.platform/l8bV4RFgAc4/MKl9jbJpBQAJ

Sandbox iframe vs. SOP
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Opt-in"CSame Origin Policy(SOP)D k X A > Z Hli5

https://twitter.com/johnwilander/status/
1038556125073879040

Single Trust and Same-Origin Policy v2 from John Wilander
on 2017-03-24 (public-webappsec@w3.org from March
2017)



https://twitter.com/johnwilander/status/1038556125073879040
https://twitter.com/johnwilander/status/1038556125073879040
https://lists.w3.org/Archives/Public/public-webappsec/2017Mar/0034.html
https://lists.w3.org/Archives/Public/public-webappsec/2017Mar/0034.html
https://lists.w3.org/Archives/Public/public-webappsec/2017Mar/0034.html

